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Abstract :

The Randomness is one of the basic criterions to measure Key Generator Efficiency.
The key generator depends basically on Linear FeedBack Shift Register which is
considered as one of the basic units of Stream Cipher Systems. In this paper, the
autocorrelation postulate, which one of the basis of Randomness criteria, is
calculated theoretically for non-linear key generator before it be implemented or
constructed (software or hardware), this procedure save time and costs. Two non-
linear key generators are chosen to apply the theoretical studies, these key
generators are the Product and Briier.
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1. Introduction

Linear Feedback Shift Register (LFSR) and Combining Function (CF) are
considered as basic units to construct key generator (KG) that used in
stream cipher systems [1]. Any weakness in any one of these units means
clear weakness in KG sequence, so there are some conditions must be
available in KG before it is constructed; therefore the KG efficiency is
concluded.

In this paper, some studies are applied on the KG sequences to determine
the sequence autocorrelation. The Basic efficiency for KG can be defined as
the ability of KG and its sequence to withstand the mathematical analytic
which the cryptanalyst applied on them, this ability measured by some basic
criterions, the most important is the randomness, one of the randomness
postulates is the autocorrelation postulate.

In the next part of this paper, the autocorrelation postulate of randomness
criterion will be discussed in details and introduce the basic conditions to
obtain efficient KG specially those related to autocorrelation. It’s important to
mention that the zero input sequences must be avoided, this done when the
non-all zeros initial values for LFSR’s are chosen.

Let KG consist of n-LFSR’s have lengths r4,ry,..,r, respectively with
CF=F,(x1,X2,...,Xn), s.t. x;e{0,1} 1<i<n, represents the output of LFSR;, let
S={s¢,s1,...} be the sequence product from KG and s;, j=0,1,... represents
elements of S. let S; be the sequence i product from LFSR; with a;; elements
1<i<n, j=0,1,...,. Two cases study are chosen, the product KG using the non-

linear product CF s.t Fn(x1,x2,..,xn)=1_[xi , and the Briier KG [2] using the non-

i=1

linear CF s.t Fn(X1,X2,X3)=X1X2@ X1X3®D X2X3.

2. Conditions of the Theoretical Estimation
1
Definition (1) [3]: Let GCD2=gcd(H m, ,m2.GCD4)=gcd(m4,m2), for convenient

i=1
let GCD1=1 and so on the general form of the recursion equation will be:

n-1
GCD,=gcd(] [ m; ,mn.GCD.1) ..(1)
i=1
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where n>2 s.t mi are positive integers, V1<i<n.

Let the sequence S has period P(S), the period of LFSR; denotes by P(S;), P(S)
and P(S;) are least possible positive integers, so

P(S)=lcm(P(S1),P(S2),...,P(Sn))

[1pe)
PO 5o, ;) )

s.t. GCDn(P(Si))=ng{ﬁ P(Si),P(Sn)-GCDn1(P(Si))} ...(3)

i=1

If P(S;) are relatively prime with each other this mean GCD,(P(Si))=1 this
implies [3]:

P(S)=ﬁP(Si) ...(4)

It's known earlier that P(S;) <2" -1, and if the LFSR; has maximum period
then P(S;)= 2" -1 [4].

Theorem (1) [3]

P(S)=H(2“ -1) if and only if the following conditions are holds:

i=1

1. GCD,(P(Si))=1..
2. the period of each LFSR has maximum period (P(S;)=2" -1).

3. Randomness
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The sequence that is satisfied the 3-randomness properties called Pseudo
Random Sequence (PRS) [4]. The randomness criterion depends on LFSR’s
and CF units, therefore from the important conditions to get PRS is, the
sequence must be maximal and CF must be balance [5].

To guarantee the KG to produces PRS, the sequence must pass randomness
tests with complete period, these tests applied into two ways, on: [1]

1. Global sequence for complete period and that is the right way (but it’s
hard to applied for high periods).
2. Local sequence for many times for various lengths less than the origin
length.
In this part, the 1°' way will be applied theoretically for any period.

If GCD,(P(Si))=1 then,

P(S)= 2Eri (=) (Y e 27 (D) (20 4 27) (D) ...(5)

Let R} denotes the combination to sum m of numbers r; from n of the
numbers r;, R,, denotes the set of all possibilities of R s.t.

I DYoo
RL=| @

Zrij

=1

define Ro={Ro"}, Ro"=0.

0<m<n, 1<i<n, te{1,2,...,C,"}

For instance let m=1 then R, ={R},R?...,.R},R}=1,,.,R] =71,
If m=n then R,={R,"}, Rn'=>r,
i=1
So equation (5) can be written in compact formula:
n . Cq _t
P(S) =D (-D*- > 2% ...(6)
k=0 t=1

Golomb deduced three theorems about the Maximal Sequence (MS)
generated from LFSR [4]. One of the three Golomb’s theorems deduced from
the autocorrelation postulate.
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In the next sections we will introduce new theorems, as Golomb do on LFSR,
to prove the good autocorrelation distribution of Brier KG and the weak
randomness of the product KG by applying the autocorrelation postulates.

4. Autocorrelation Postulate

Before we involve in details of calculating this part of randomness criterion
we have to give some preliminaries.

Let Sr={aj};’:‘§')’1 be the sequence generated from maximum LFSR, s.t.

p(Sr)-1

_, denotes the transform sequence

aje{0,1}. In corresponding let Qr={bj}

gotten from the following linear transform:
b=1-2a -(7)
Where bje{-1,1}.

a=0,1, then is corresponding b=1, -1 respectively.

Definition (2): When the LFSR has maximum period s.t. P(S;)=2"-1, then its
can generates k sequences A, 1<k<P(S;)-1, each generated using the initial

vector vy s.t. A=fa, }j”j”, (A0={0,0,...,0}), then the set A={Ao,A1,...,Ap(sn-1}
with XOR © operation (A,®) form a group [4].

P(S)-1 PG
Golomb mentioned that for MS the > a, =1 and ) b,=-1, and
i=0 i=0

P(Sr)=P(Qr)=Nq(1)+Nq(-1).

Definition (3): Let By=, }f"jr“ be the corresponding to Ax mentioned above
1=

when 0<k<P(S()-1, (Bo={1,1,...,1}), then they form a set B={B,B1,...,Bp(sn)-1}-

Lemma (1) [4]:

Let B={Bo,B1,...,Bpr)-1} be a non-empty set as defined above, then (B,:) is a
group.
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As known:

ajtaz=ai®@aPaqaz ...(8)
and

ai®@az=a +az-2aia: ...(9)

The generalization of equation (9) given in the next lemma.

Lemma (2):
Let a;{0,1}, 1<i<n then:
n @ n n
>a; =) a, -2(araz+...Fapqan)t...+(-1)"".2"" [ 4, ...(10)
i=1l i=1 i=1
Proof:

Equation (10) is true from equation (9).

Let’s assume that equation (10) is true, we have to prove that its true for n+1.

Zn:ai ®a,, =Zn:— 2@, +...+a, 48, )+.+ (—1)”’1.2“‘1.ll[ai
i=1 i=1 i=1

+a,, -2 a; +..+ ()2 [ [a))a,. ..(11)
i=1

After simplify equation (11) we get:

n+l @ n+l n+1

Ya, =Y a-2@a,+..+a,a,,)+..+(-1).2"]a

i=1l i=1 i=1
-.equation (10) is true for n+1, that implies its true vn.

Definition (4): Lets C,(t) be the auto correlation function of maximal sequence
which is generated from LFSR with length r and shifted by integer t s.t [4]:
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C (t)=—d (1), where

P@S,)
| _p(sr)flb — P(S) ©=0,P(S,) 12
(D)= 2 K k+‘t_{ 1 0<t<P(S,) 1

Remark (1): d((r) can represents the difference between N.(1) and
N.(-1) of the sequence Q;, after shifted by r.

Definition (5): The auto correlation function Cs(t) of the sequence S (or the
corresponding sequence Q) which is generated from system of LFSR's can
be defined as follows:

Ci(v)= %ds(r), where

P(S)-1

ds(t) = ZQkaﬂ ...(13)

Where qxe{-1,1} is the element k of the sequence Q.

Remark (2): ds(t) represents the difference between Ng(1) and Ng(-1) of the
sequence Q after shifted .

Definition (6): Let T, denotes the combination to multiply k of P(S;) from the
total number n of P(S;), 1<i<n.

Let T« denotes the set of all possibilities of T,, s.t.

P(S,),...P(S,)
T, = HP(Sij) , 0<k<n ,te{1,2,..., C;},

we defined To={T;}, T,=1

For instance, let k=1, then T={T,, T/,..., T}, T,=P(S), 1<i<n.
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When k=n, then T.={T }, s.t. T, = [P(S))

j=1

Definition (7): Let the CF be F,, s.t. F,:A—{0,1}, let H, be the corresponding
function of F, s.t. H,:B—>{-1,1}.

Lemma (3):
n @
If F, is the linear function s.t. s=Fn(a1,a2,...,an)=Zai, then

q=Hn(b1,b2,...,bn)=Hbi
i=1

Where s and q are the output element of the functions F, and H,, respectively.

Proof: By using equation (7):
1
s=§(1-q) ...(14)

From equation (11) and lemma (2)

n

s=Fn.(a1,a2,...,a =Zn: Zn: —2(a,a, +...+a, 48, )+..+ (- 2”‘1Ha

Reuse equation (7) in a; and b; we get:

%iz:(l—bi)—2[(1—b1)+---+(1—bn)]+...+( )2 ill_l[(l b,) ...(15)
When simplify equation (15) we get:

s——( Hb} ...(16)
Compare equation (16) with (14) we get:

q=Hn(b1,b2,...,bn)=fl[bi

The next lemma discusses the behavior of H, when F, is the product
function.
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Lemma (4): If F, is the product function s.t.

s =Fq(a1,a2,...,an) =] [a; , then:
i=1

n 1 n
q=Hn(b1,b2,...,bn)= A b, =1- o [T@-5) ..(17)
i=1

i=1

Where A (read delta) represents the multiple of (x) operation (it can be
denoted by *).

Proof:

s =1:[ai = ﬁ%(l— bi)zzin]i[(l_bi)

i=1
. 1
Since s =§(1-q), then q=1-2s

n

-.2s= 2}_1 [1a-b,)

i=1

= Ab, =1 [](-b))

i=1 i=1

Of course, if GCD,(P(Si))=1, then:
qm=Hn(b1m,b2m,..-,bnm), m=o,1,..-,P(S)'1-
Product System (n-PKG)

Golomb mentioned that if the algebraic system ({0,1},®,e) form a filed, then
algebraic system ({-1,1},x,*) is a filed too [4], s.t. 1 and -1 are identity elements
of the operations x and * respectively, s.t.

* 1 -1
1 1 1
-1 1 -1

As mentioned before, we construct the symbol A to denote the relation * by
(see equation (17)):
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ébi =1- 2}_1]_1[(1—bi) ...(18)
Lemma (5):

PO n Zn:ri—m-l

2.n —HP(S)— _11_[2' =[]Ps)-27 ...(19)
Proof:

Since {bin} are maximal sequences with period P(S;), then:

P(S)-1 P(S;)-1 P(S,)-1 P(S;)-1
- qm = Z Z_ |: 2n1H(1 bll ):| HP(S)_ an{(zr _l)_ Zb'J|:|

P(S)
As mentioned before Zbi =-1, then the above equation will be:
j=1

n
P(S)-1 n > h-n+l
i1

zqm—HP(S) 2“H? [TPs)-2"

Now we will shifting Q by 0<t<P(S)-1 to find ds(t) by using the next theorem.

Theorem (2):

—n+2

ds(r)=l_l[P(Si)—2; o 2H[2f +1+d, (x,)] ..-(20)

Proof:

Since {bin} are maximal sequences with period P(S;), then:

P(S)-1 P(S)-1 n n P(S)-1 P(S)-1 n n
dS(T) = ZSmSer‘C Z Ablm Abl m+t Z Z Abiji Abijiﬂi (21)
m=0 m=0 i=l i= j1=0 jo=0 =l i=1

T; represents the phase shift for the sequence S;, where 0<7;<P(Sj)-1, 1<i<n,
notice:

Abiji '_nAbiji+ri =1 on- -1 [H(l bu )+H(1 blj +Tj 2n 2 H(l blj )(1 blj +T ) (22)
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Substitute equation (22) in (21) and by using equation (19) we get:

n P(S)-1 n P(S)-1 n P(S)-1

ds(7) = HP(S) o 1[H 2(1 b.,)+H Z(l By )+ - 2H Z(l by, )A-b;....)]
n Zn:ri iri n_PS)
:HP(Si)_ 2n1—l " - )+22—:!1-_2H ZE'_(bij, iji +r,)+b blj,+‘t,]

—n+2

ds(r):ﬁP(Si)—Zg +22n2 [2f+1+d (t,)]

Because of equation (12) we have:

2", 1, =0,P(S,)

0, 0<rt, <P(S) ...(23)

drI (Ti)+1:{

From equation (20) and by using equation (23) and because of Golomb 3™
theorem, two states can be concluded where 0<t<P(S)-1:

1. ift#0 (mod T}), V1<k<n, te{1,2,..., C.}, then:

iri—n+2 n Zn:ri—2n+2 iri—n+2
ds () =P(S) -2 +—22%_2 [12" =P)+2= -2
i=1
or
iri—n+2
dg(1) = P(S)+ 2™ (2%—1) ...(24)

2. if t=0(mod T,),

n
—n+2 1

ds(t) = P(S)+2§ (2”-k -1) ...(25)

Where 1<k<n.
Equation (25) can be used when 10 (modT,), V1<k<n, by considering k=0.

Table (1) describes values of ds(t) when use equation (19) for n=1,2,...,6.
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Table (1) values of ds(t) when use equation (15) for n=1,2,...,6.

Note: in table(1), the sign + mean P(S)+

Example (1):

Let n=3, ry=2, r,=3, r;=5, C’=3, C3=3, Ci=1.
S Ti=3, T2=7, T3=31, T:=21, T?=93, T}=217, T:=651.

1. if t£0(modT,), V1<k<3, then: from equation (24):
ds(t)=651+2"7¢*2.2193*2=203 and Cs(t)=-1/203.

2. if =0 (modT,), for 1<k<3, then: by using (25):
a. k=1, ds(r)=651+29(2—12—1)=267.

b. k=2, ds(r)=651+29(%—1)=395.
c. k=3, ds(r)=651.

Notice that frequency of t1#0(modT,) is more than other values, that because

of the 1% state occurs more than the 2" state. The 1% state occurs exactly

®(P(S)) (® denotes Euler function [1]), since its represents the number of the

relatively prime numbers with P(S). Actually, we know that

P(S)=] [P =]J("-)=]]p{", where p; are primes chosen as large as
i=1

i=1 i=1
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possible and q; are non-negative integers, then p;-1 approaches p;, that
implies ®(P(S)) approaches P(S), and that what will proved in the next lemma.

Lemma (6): The proportion of ®(P(S)) to P(S) is approach 1.
Proof:

To (0, -1) [T, -1
@(P(S))zl;[p' (p, ):];[(p. ) 26)

CT ITo.

In equation (26) as p; be large as possible = pi-1-pi.

PO _,
S

Example (2):
Table (2) shows the proportion of ®(P(S)) to P(S) for various lengths.

Table (2) the proportion of ®(P(S)) to P(S) for various lengths.

O(P(S)) Proportion

3,31 93 60

7,15 105 48

3,7,31 651 360

7,31,127 27559 22580

31,127,8191 32247967 3095820

Briier System (3-BKG)

Notice that:

qm=(b1m*b2m) (b1m*b3m) (b2m*b3m); m=0,...,P(S)-1.
P(S)-1

Before involved in calculating qu we have to prove the following facts:

m=0
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Fact (1): if ac{-1,1}, then a®=1.
Fact (1)

Proof: is trivial.

Fact (2): The distributive law of the operation (*) on (-) is satisfied s.t.

A*(bc)=(a*b)(a*c), where a,b,ce{-1,1}.

Proof:

(a*b)(a*c)= [1-72(1-a)(1-b)] [1-"2(1-a)(1-c)]=1-"2[(1-a)(1-b)+ (1-a)(1-c)]

+Y4(1-a)%(1-b)(1-c)=1-"[1-(a+b)+ab+1-(a+c)+ac]

Using fact (4.1), then:

(a*b)(a*c)=1-"~[2-(2a+b+c)+ab+ac]+":[1-(a+b+c)+ab+ac+2bc-abc]
=1-"2[1-(a+bc)+abc]=1-"4~(1-a)(1-bc)=a*(bc)

Fact (3): Let {a;} be maximal sequence generated from MLFSR with length r,
P(S,)-1
then: ) a, *b=(2""-1)+b-2"", where a;, be{-1,1}.

i=0
Proof:
P(S,)-1
Zai *b=ae*b+a *b+...+apsn.1b.
i=0
1,  ifa=1
Since ai*b=1-1/2(1-ai)(1-b{:

b, if aj=-1

and since N(1)=2""-1 and N(-1)=2"", then:

P(r)-1
>a, *b=1+1+...+1 + b+b+...+b=(2""-1)+b-2""'=2""(1+b)-1
i=0 H_J H—J

251 times 2" times
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Fact (4): {a;} and {b;} are two maximal sequences generated from two MLFSR
with length rq and r; respectively, then:

P(S)-1P(Sy)-1
a; *b; =1, where aj,bje{-1,1}.

i=0  j=0
Proof
P(S)-L P(S)1
Since ) a,=—land > b,=-1then
i-0 =0
P(S)-1P(S,)1 PE)1 P,
a*b,=> a 3b,=(-1)(-1)=1
i=0  j=0 i=0 i=0

Fact (5): if {a;} maximal sequence generated from MLFSR with length r, then:

P(r)-1

> (a;*b) a;b=(2""-1)b+2"".
i=0

Proof:

1, if a;=1 1, if a;=1
Since a;*b , then (a;*b)a;=

b, if ai=-1 -b, if ai=-1

P(r)-1 P(r)-1

Z(ai *b)ab="h Z(ai *b) a,=b(2""-1)-b2""'=(2"1-1)b-2""1

(using Fact (1) and Fact(3)).

P(S)-1
Now we are ready to calculate qu by using the next lemma.

m=0

Lemma (7):

P(S)-1

qu :_(2r1+r2—1+2r1+r3—1+2r2+f3—1)+(2f1 ok +2r3)_1 (27)
m=0
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Proof:
P(S)-1 P(S;)-1P(S;)-1P(S;)-1
An = Z z(bll *by;)(by * by )(Dy; * by ) ...(28)
m=0 i=0 j=0 k=0
P(S;)— P(S;)~
_ @1 S n 200, [ 2t 3@t -0, — 2]
i=0 i=0

— (2r371 _1)(2r2—l _:L)(Zr1 _1) _(2%,1 _1)2r2—l _2r3—1 (2r2—1 _1) _2|’3712r2—1(2r1 _1)

P(S)-1

zqm :_(2r1+r2—l+2r1+r3—1+2r2+r3—1)+(2r1 _+_2r2 +2r3)_1

Equation (27) can be written as:

P(S)-1

>, =—22R“+izﬁ -1
m=0 =1 =1

Before we calculating ds(t) we need the following Lemmas.

Lemma (8):

PS)-1P(S,)-1
(03 %) (b, + D55, )(Dyby; +by D5 )

=0 j=0

=227 —(d, (1) +1)(d, (t,) +D -3 (2" +1+d, (1,)(2% +1+d, (x;) ..(29)

bli *ij)(bliH1 + b2j+r2 )(blinj + b1i+rlb2j+rz)

i=0 j=0
PS)-1  P(Sy-1L P(S)-1 P(Sz) P(S)-1 P(S2)-1
— 1
- bli 2j + b1|+rl 2]+172 _7[ Z (1_b1i)bli Z(l_bzi)bZi
i=0 =0 i=0 =0 i=0 =0
P(§)-1 P(S)-1 P&)-1 P(S)-1

+ > (@=by)by D (A-by)b,., + > (L-by. )by D (L-by. . )b
i—0 i=0 i=0 =0
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P PS)1 P PS)1

£ 3 @by )y, 3 A-b, Y, 1+ D, A-by)-by )by 3 (1-b,)A-b,.. )b,
i=0 j=0 i=0 j=0
P(S,)-1 J P(S,)-1
+ Z 1-b;)A- bli+'cl)bli+rl z 1-Dby)A- bzmz )bzmz]
i=0 =0

=1+1-3[(P(r) +D(P(r,) + D + (d, (z,) +1)(d,, (z)
+(d, (v) +D)(d,, (,) +1) + (P(r) + D(P(ry) + )]
+4[(P(r)+2+ drl (T ))(P(r) +2+ dr2 (T ))(P(r) +2+ dr1 (T ))(P(ry) +2+ drz ()]

=225 —(d, (t,)+1)(d, (1,) +1) — (2" +1+d, (1,)(2% +1+d, (x,)

Lemma (9):
P(S)-1P(S,

)-1
2 2By *by) by, * by )(0yby by by )

=d, (z)d, (v,) -, () +D){@, () +D -3 (2" +1+d, ()" +1+d, (r,) ---(30)

Proof:

PED-1P(S,

)1
2 2005 by) by ¥y )(bybyiby, by

i=0 j=0

o
o

SU-1P(S,)-

- Z Z{l—%[(l— by)A-by)+@A-by, )A-b,,.. )]

i=0 j=0

+4[Q-Dby)A- sz)(l_ blml )d- szm )]}(blinjbliHlejﬂz)

P(Sp-1 P(Sp)-1 P(§)-1 P(S)-1
= Z bli b1i+1:1 szbzm2 _%[ Z (1_ bli )blib1i+rl Z(l_ ij)ijb2j+1:2
i=0 =0 i=0 j=0
P(Sp-1 P(Sp)-1
+ (1_ b1i+rl)b1ib1i+rl Z(l_ b2j+rz)b2jb2j+rz]
i=0 =0
PSP P(Sp)-1
+% (1_ bli )(1_ b1i+r1 )bli bli+rl Z (1_ sz)(l_ b2j+172 )ijszJrr2
i=0 j=0
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=d, (1), () —3[(d, (x,) +D(d,, (x,) +D) +(d, (v,) +1)(d,, (z,) +1)]
+5(P(r)+2+ dr1 (T ))(P(r)+2+ drl (1,))

—d, (t,)d, (t;) - (d, (1) +D(d, (,) +1) —4(2" +1+d, (x,)(2"% +1+d, (,)

Now we will shifting Qn, by 1 to find ds(t) by using the next theorem.

Theorem (3):

ds(t)=3[d, (v)(P(r,)P(r3) =2) +d, (7, )(P(r)P(r;) - 2) +d, (x3)(P(r,)P(r,) - 2)

+2(P(r,) +P(r,) + P(r3)) + dr1 (Tl)dr2 ("72)dr3 (t3)] --(31)
Proof:

P(S)-1 P(S,)-1P(S,)-1P(S;)-1
ds(t)= ZQm = Z Z (bli*sz)(bli*b3k)(b2j*b3k)

m=0 i=0 j=0 k=0

(bli+r1 * b2j+r2 )(bliﬂl * b3k+r3 )(b2j+12 * b3k+r3 )

PE)1PES) PS)L

= Z Z (bn' *sz')(blml *bzmz) Z[l_%(1_blib2j)(1_b3k)]ﬂ‘_%(1_bli+‘clb2j+‘cz)a‘_b3k+r3)]
i=0 =0 k=0

P(S)-1P(S)-1

= 2 205 %by) by, by HP()—2° +2°7byby,

i j=0
+(L—-byby )by, by )(2° +1+ d, (t3))}
PS)-1P(S,)-L

= 2%71 z Z(bli *ij)(b:I.iﬂl *b2j+r2 )(blinj + bli+‘rlb2j+1:2)

=0 j=0

PS)-1P(S)1
5@ 14d (@ Y D (05 %0y (b, *byy,)
i=0 =0
PEILPES,

)1
= 2 205 %by) by *by )Oyby +by by )

i= j=0

10" Scientific Conference 24-25 Oct.2009 -18 - 2009 J Y (i 25-24 lal) malall jaigal)



AL-Mansour Journal / No.14/ Special Issue /( Part One) 2010 (JW sl ) | el [14as | puaiall Aaa

P(S)-1P(S,)-1
+ Z (by; *ij)(bli+rl *b2j+‘cz )(blib2jb1i+tlb2j+rz )l ...(32)
i j0

By substitute equations (19), (29) and (30) in equation (32) and simplify them
we get:

ds(t)=2""[2-2"" ~(d, (x,) +D(d, (v,) +D +3 (2" +1+d, (1.))2" +1+d, (1,))]
‘*‘%(2% +l+dr3 (T )P(r)P(r,) -2+ dr1 (171)dr2 (t,)]
—[P(r)P(r,) —2"" + 4 (2" +l+dr1 (1,))(2" "':L"'dr2 (t,))]

After reformulate the above equation we get:

ds(t)=2[d, (t,)(P(r,)P(r)) —2) +d, (1) (P(r)P(r;) —2) +d, (z5)(P(r)P(r,) - 2)
+2(P(r,) +P(r,) + P(r3)) + dr1 (Tl)dr2 ("72)dr3 (t3)]

equation (31) can be written in the form:
ds(t)=1[d, (r,)(2*™" -2% -2° 1) +d, (r,)(2"" -2" -2 -1)
+d, (15)(2%" -2% =2 ~1)+2(2" + 2% +2° -1)
+d, (1)d,, (tp)d, (t5)] -1 ...(33)

According to the values ofdrl (t,), 1<i<3, there are different values to ds(t).

Table (3) shows the different phases of equation (33) where 1 divides T (or

not), 1<m<3, 1<t<C, .
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Table (3) Different phases of equation (33).

T, =P(r4)

d, (v,)=d, (v;)=-1

1 1 2 3 3
2R (202N 2R ) 1 2

i=1

T/ =P(r2)

d, () =d, (x)=-1

1 L 2 3 3
R A VA LY A

i=l

T, =P(r3)

d,(v)=d,(%)=-1

1 1 2 3 3
2% (2R 420 20 Y
i=l

T2=P(r4) P(r2)

d, (x,)=-1

1 1 2 3 3
2R —(2f 420 4 20 ) 1Y D

i=1

TZ=P(r4) P(rs)

drz (T2)='1

1 1 2 3 3
2R (2Rt 4 2% 4 20 ) 4

i=1

T2 =P(r,) P(rs)

1 1 2 3 3
2R (2428 2%+ > 20 -1
i=1

T,=P(8)

R _ izRiz + 22“ ~1=P(S)
i=1 i=1

t| T,

Example(3):

d, (v)=d, (%) =d, (v;) =1

—izR‘fZ +i2ﬁ -1
i=1 i=l

Let n=3, r1=2, r,=3, r3=5, then in table (4) the different values of ds(t) for 3-

BKG are appeared.
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Table (4) the different values of ds(t) of example (4.13).

5. Applying of Chi-Square Tests on Study Cases

In this section we will apply chi-square test on the results gotten from
calculations of three postulates on three study cases.

Let M be the number of categories in the sequence S, c; be the category i,
N(ci) be the observed frequency of the category c;, Pr; the probability of
occurs of the category c;, then the expected frequency E; of the category c; is
Ei=P(S)-Pr;, the T (chi-square value) can be calculated as follows [6]:

T=2(N(C)E——E)2 ..(34)

Assuming that T distributed according to chi-square distribution by v=M-1
freedom degree by a as significance level (as usual a=0.05%), which it has T,
as a pass mark. If T<T, then the hypothesis accepted and the sequence pass
the test, else we reject the

hypothesis and the sequence fails to pass the test, this mean that T not
distributed according to chi-square distribution.

In order to test our results we have to suggest an example suitable to our
three studied cases. Let n=3, r{=7, r=9 and r3;=11. P(S)= 132844159,
Ei=66422079.5.

In Auto correlation test v= 1, with 04=0.05%, then T,=3.84 (see chi-square
table). Since ds(t) represent between the Ns(-1) and Ng(1) for the sequence S
when its shifted by t, then its can be used to estimate the statistic value T of
chi square test. We can reformulate equation (34) to be suitable to
autocorrelation test, so it can written as follows:

T(t)= d;((sf)) ...(35)

10™ Scientific Conference 24-25 Oct.2009 -21 - 2009 Js¥) (st 25-24 dilal) aladl paigall



Dr. Abdul Mounem Abutibekh, Dr. Ayad Ghazy G A 2 b g axdall 3 0

1. 3-PKG:
For the 3-PKG, from equation (20) and because of equation (24) then (35) will
be:

n
r—n+2

2
T=(P(S)+ 2+ (Zin ~1))4P(S) ...(36)
When substitute the information of the chosen example in equation (36),
then:

T=41247867.01 >> 3.84 then 3-PKG fail to pass this test.

2. 3-BKG:
For the 3-BKG, from equation (20) and because of equation (24) then (35) will

be:

T=(—i2R5‘2 +i2ﬁ ~1)%/P(S) -++(37)

When substitute the information of the chosen example in equation (37),
then:

T= 877.255 > 3.84, then 3-BKG fail to pass this test. But if we choose local
sequence then results of this test will passes this test. Compare this result
with value of T in 3-PKG we will notice a big difference.

6. Conclusions and Future Work

1. In this work we prove that the product cryptosystem has weak statistical
autocorrelation properties deterministically, while Briuer has good
statistical autocorrelation properties.

2. These theoretical studies can be applied on other kind of KG,s to calculate
the autocorrelation of these KG,s which are use combining functions with
some combinations of variables.

3. As future work we may apply other properties of randomness criterion like,
run and autocorrelation on linear or non-linear KG.
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