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Abstract: The restricted Internet of Things (IoT) devices are well-suited to the
energy-efficient processes and accessible, confined, secure modes of operation of
the Routing Protocol for Low Power and Lossy Networks. Nevertheless, we feel
compelled to investigate, evaluate, and provide probable explanations for routing
vulnerabilities due to the pressing need for security in RPL-based 10T networks. In
order to study, evaluate, and quantify network topology assaults in RPL, also known
as rank and local repair, this research introduces a lightweight model of an artificial
neural network. This study builds a small artificial neural network (ANN) model
with a low false positive rate, high accuracy (up to 0.99), and a significant effect by
merging two datasets of attack scenarios. The suggested anomalous method is based
on this strategy, which involves researching, evaluating, and capitalizing on the
most crucial aspects of the RPL protocol.

Keywords: 10T Security, ANN learning, RPL attacks, Rank attack, Local Repair
attack.

1. Introduction

changer. As the Internet (of computers) has progressed, it has naturally given rise
to embedded and cyber-physical systems—"things" that aren't computers but do
contain computers. With a distributed system of low-cost sensors and networked
objects, we may gather data about our world and environment at a finer scale than
ever. This specificity level will allow for greater efficiency and the provision of
cutting-edge services in many application areas, such as ubiquitous healthcare and
smart city infrastructure. Serious security and privacy issues have been raised since
collecting, processing, and sharing information about individuals is becoming
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increasingly covert, dense, and pervasive [1]. Many security issues have been found
in connected devices like smart locks [2] and cars [3]. Some of the features of the
IoT that raise security and privacy concerns include its decentralized structure,
heterogeneity in device resources, an abundance of attack surfaces, context-aware
and situation-specific nature of threats, and scalability[4].

In the I0T, there are no limits on the processing and communication capabilities of
the devices that can be connected wirelessly, in contrast to sensor networks or other
wireless communication networks. 10T security issues directly impact the
significance of device security because, as a result, 10T systems are susceptible to
several threats [5]. In order to protect the privacy of all sent and received data,
secure communication in an loT system is essential. In other words, the connection
between secrecy and veracity must be protected. Due to the utilization of open
authentication, ensuring the security and integrity of the system, establishing a
secure connection, maintaining confidentiality, and ensuring data veracity become
inherently challenging. The system is still susceptible to a multitude of threats. RPL
is a real routing protocol for IoT systems. However, it has many security problems
regarding data flow, topology, and node resources [6][7].

Problem Statement: The primary difficulty arises from the fact that Internet of
Things (IoT) systems are highly susceptible to cyber-attacks due to the fact that
they handle and control real-time events that produce a large amount of aggregated
data from dispersed network nodes that are processed by a centralized curator.
handle events as they happen, which produce massive amounts of aggregated data
from dispersed network nodes that are handled by a single curator and are very
susceptible to cyber-attacks.

A novel RPL-based IDS design method addressed in recent papers uses Machine
Learning and Deep Learning algorithms to detect attacks and mitigate risks
intelligently. Researchers are increasingly focused on learning-based models to
detect and respond to complex and unidentified attacks due to the challenges given
by scenario-based methodologies and cyber-attack detection datasets. [8][9][10].
This paper introduces a model to identify and classify RPL attacks using an ANN
learning algorithm. A lightweight ANN approach is proposed for IOT network
resources. The key contributions are given as follows:

1- The emphasis of this paper is on attacks based on the topology of RPL networks.
The analysis and investigation of attacks is the primary focus of our work.

2- As a case study on network topology attacks, design a lightweight ANN model
to conduct in-depth research on, analyze, and classify RPL attacks in terms of rank
and local repair.

3- Use the DARA public dataset to generate fresh examples of rank attacks and
local rapiers by combining two attack scenarios [11].
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PAPER ORGANIZATION: The RPL topology and a sample of the most typical
attacks are covered in the section after. The present study being done to address
RPL security issues is explained in Section 3, the proposed system is covered in
Section 4, the results and analysis are covered in Section 5, and the conclusion and
future work are covered in Section 6.

2. RPL Protocol Topology

Distance vector-based proactive routing technique, the RPL protocol design for
low-power and lossy networks (LNN), is primarily recommended for LLN
networks [12]. RPL is widely used in various Internet of Things (10T) applications
due to its adaptability to various technological restrictions.

RPL Topology: In an LLN network, when given an Objective Function, RPL will
generate a DODAG (Destination-Oriented Directed Acyclic Graph) that will be
used to connect the nodes (OF). The OF improves the DODAG's route generation
with more desirable metrics like the Expected Transmission Count (ETX).
Regarding communication, RPL allows for one-way traffic (smart devices talking
to the DODAG root) and two-way traffic (the root talking to the smart devices).
The IPv6 address of a node is its permanent digital fingerprint. Except for the root,
all other nodes have at least one parent and a directory of direct adjacency graph
(DAG) neighbors. Further, an RPL node's rank specifies how close it is to the root
node; the lowest-ranked nodes are at the absolute bottom of the tree. One can think
of the downward direction as the path that leaves the root and travels to other nodes
and the upward direction as the road that leaves other nodes and returns to the
root[13]. Figure [1] depicts the systematic DODAG network example.

Although the restrictions of RPL are designed to increase network efficiency,
attackers can use them in several cunning ways. Attacks like Rank, local repair, and
resource depletion are all potential scenarios. [14].

This study focuses on two categories of network topology attacks, namely local
repair and rank.

Rank attack. The Rank assault is a style of coordinated threat. According to the RPL
routing rule, "rank strictly increases in the downstream direction and strictly drops
in the upstream way" [15]. This rule is designed to stop the nodes from taking a
circuitous or inefficient route.

In the RPL topology, the rank property is a potential entry point for attackers as it
is the primary factor for selecting parents. Because every given node's value might
fluctuate at any time, even a small shift in the rank value can significantly impact
the network's efficiency[16].
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As shown in the diagram up above , the weight of the connection is expressed by the color it is
shown in , green representing the strongest connection and red representing the weakest .

Figure 1. Example of DODAG network.

Local repair attack: Whenever a node in RPL loses contact with its preferred parent,
it initiates a local repair procedure in order to restore the connection. Changing the
DODAG ID value in DIO or updating the node's rank to infinite enables it to
multicast DIO to all of its neighbors, kicking off a local repair procedure. Both
strategies motivate surrounding nodes to look for a new parental figure. A
converged RPL network can be quickly restored by local maintenance. This
technique is meant to be invoked only when a child node can no longer
communicate with its parent. An attacker can use both approaches maliciously to
force unneeded local repairs while the child is still linked to its parent [17]. This is
feasible because RPL does not describe a mechanism by which a node can ensure
that a local repair undertaken by its neighbours is genuine[18]. The network's
topology must be reorganized everywhere that a local repair is triggered. Aside
from disrupting the routing process, this also causes the affected nodes to consume
more energy.

3. Related Work

Recent research provides an useful in the 10T setting [19]. A thorough analysis was
conducted by closely examining security attacks, RPL composition, components,
and control messages [20]. They have also provided a taxonomy for classifying
attacks and offered the organized classification of defenses developed by other
researchers. One sort of attack against a protocol is addressed by Osman et al. [21],
where a machine learning-based binary classification algorithm is given. Due to the
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lack of a suitable dataset, the researchers created their own by developing a version
number assault network model and simulating the attack using the Cooja network
simulator. There are many methods for doing the crucial tasks of feature scaling
and selection required for success in machine learning.

Yavuz et al. [22] proposed a deep neural network method to defend against RPL
attacks, such as the rank attack. The dataset was produced with the help of the
Contiki system's Cooja simulator. Using accuracy and other common performance
criteria, they determined that the model fared well against a "hello flood" attack.
Similar to competing approaches in this space, this one requires extensive training
time and is vulnerable to a wide range of attacks on the model layers.

A trust-based approach mitigates security concerns about protocol-specific rank
assaults in RPL networks. This approach involves simulating the impact of the
predicted transmission count metric-based strategy on various network
performance metrics, including power consumption, packet delivery speed,
throughput, and network stability [23].

Table 1 Related Work Summary

RF Approach Algorithm

19  Assurvey of the current Internet of Things (10T) NA
communication and networking technologies

20  They also supply a taxonomy for attack categorization NA
and the systematic classification of defenses created by
other researchers.

21 A binary classification approach based on machine Light
learning is provided to handle one kind of attack against ~ Gradient
a protocol. building an updated model of the number Boosting

assault network and running the attack simulation in the
Cooja simulator.

22 adeep neural network method to defend against RPL ANN
attacks, such as the rank attack

23 This method reduces the risk of protocol-specific rank System for
attacks in RPL networks. Power consumption, packet Metric-
delivery speed, throughput, and network stability are Based RPL
some of the network performance metrics that may be Credibility
affected by a strategy based on the anticipated Model
transmission count measure. This strategy can be tested (MRTS)
using simulations.
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However, the problem of accessibility was ignored. Each node must also have a
hardware security chip installed. Numerous studies investigating various strategies
for fending off security assaults in 10T and RPL-based 10T have been conducted,
both systematically reviewed and survey-based methods. Table 1 summarizes the
related work.

4. Proposed System
In terms of Internet of Things security, this paper introduces an ANN learning
model that analyzes and deeply investigates the RPL attacks based on network
topology attacks, specifically rank and local repair attacks. This approach proposes
the dataset by combining rank attack scenarios and local repair, publicly known as
RADAR. Figure [2] depicts our proposed solution, which is composed of the
following phases:

* Initial dataset phase.

* Preprocessing Phase.

* Deep learning model phase.

« Evaluation phase.

A. Initial data set phase

The RADAR dataset extracts RPL traffic attacks, As we discussed obviously, our
concern is the local repair attack scenario and rank attack, which are explained in
this data set. We proposed an approach to extract these specific attacks with an 18-
node dataset by combing and shuffling all data and preparing to be fetched in the
next phase raw by raw with much care of not missing any value or features before
the preprocessing stage. The produced dataset includes 23 features.

B. Preprocessing Phase

Since our new dataset is ready to be clean and complete, we removed all null values.
Clean replicated data and normalized all values.

C. Artificial Neural Network Model

This paper aims to analyze rank and local repair node traffic attack patterns deeply
and then invest more features in identifying attacks. Our solution relies on a deep
learning approach. This solution introduces a distinctive sense of network topology
attacks by learning rank and local repair attacks and later analyzing those attacks.
In our approach, we build a deep learning model, which tracks attack features in
known and unknown cases, and it reports that case as unknown. In this situation, it
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is possible to be a new attack, most importantly, a new feature that could be a new
version of a known attack.

To present a model in simplified structure, proposed a Multi-Layer (MLRPL)
model by employing an ANN approach for analysis of Rank and local repair in
RPL. We’ve constructed a condensed, multi-layered ANN. The suggested ANN
diagram for the proposed system for the selected data set is depicted in Figure 3.

combine

16 nodes data
set
local repair
rank

RADAR 16 Nodes
dataset

Attacks __)

Preprocessing

|

deep learning

|

Evaluation

Figure 2. The proposed ANN learning model.

D. Evaluation phase

The solution efficiency is evaluated based on the confusion matrix. From the
modeling view, our concern is that the confusion matrix is used to measure the
remedy's effectiveness. The next section provides evaluation criteria for measuring
the efficiency of this solution, intending to reach a low positive rate in the event of
the study of these types of attacks from a modeling perspective.to reach a low
positive rate in case of analysis of these types of attacks, evaluation criteria for
measuring this solution's efficiency are given in the next section.
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Figure 3. Proposed ANN structure.

E. Testing and Validation
Evaluation of our proposed model to analyze and deeply investigate two types of
attack topology in RPL.
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Assuming these attacks happen in a systematics scenario that is applied simply to
capture and extract the RADAR dataset. We merge two dataset folders named Rank
and Local Repair; we produce a new dataset. Figure (4) shows the maximum data
value—the size of reach to 3673696 frames, as indicated in Figure (5).

W= S—

Dataset statistics Variable types

Number of variables 23 Categorical 6
Number of observations 3673696 Numeric 17
Missing cells 4]

Missing cells (%) 0.0%

Duplicate rows Y

Duplicate rows (%) 0.0%

Total size in memory 644.6 MiB

Average record size in memory 18408

Figure 5. Statistical information of the dataset.

Since the preprocessing phase is applied to clean data, the total number of high-
correlation features will be trained through our model, and the number of features
will reach 23. Figure (6) Displays feature names and numbers.
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Figure 6. The high correlation features are implied in our model.

Following extensive testing, we settled on a training data proportion of 80% and a
testing data percentage of 20%. Figure (7) shows the train samples that are labeled.

T 3 || Sarpian =25 { 2830212 )

: I
Figure 7. Train data samples.

Figure (8) shows the test data samples and Figure (9) shows sample data in the
validation.
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Figure 8. Testing' data samples.
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Figure 9. Testin(j data samples.

The model reaches 0.98 accuracy in the analysis of the RPL attack: rank, local
repair, and unknown. Figure (10) shows the accuracy of the proposed model. Figure
(11) indicates the low rate of loss value .
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Figure 10. proposed system accuracy.
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Figure 11. Loss value.
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To evaluate our solution, as we discussed earlier, a proposed model reaches
multiclass investigating including rank, local repair, and unknown. Our goal of this
work is to reach accurate results with a low positive rate, Figure (12) shows the
effective low positive between 1-39, which is the promising range of results in a
contract with big-size data.

- 400000

Local Repair

- 300000

Rank

- 200000

- 100000

Unkown

Local Repair Rank Unkown

Figure 12. Validation results of the proposed system.

The suggested model varies from existing solutions for RLP attacks because it
introduces an asset valuation model to examine both varieties of network topology
attacks utilizing an anomaly method and a comprehensive picture of their
characteristics and behaviors.

5. Conclusion and Future Work

This paper makes a number of discoveries that can examine RPL attack with two
cases rank and local repair attack scenario. Our algorithm exhibits great accuracy
when categorizing known samples; the bias scenario, however, calls for more
research. This strategy highlights the great degree of similarity between two
network topology attacks used in this paper. A lightweight ANN model that
functions well in the LNN network has been investigated. Our model has a low false
positive rate and an accuracy of 0.99 due to its in-depth analysis of attack behaviors.
There is room for fresh analysis and investigation into the mysterious assault in
upcoming developments. This study does not address the open topic of whether or
not a previously unknown attack represents a new type of attack.
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