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Abstract

Image transmission can be secured -effectively, ensuring confidentiality,
integrity, and authenticity of the transmitted image data by applying encryption
process. 10T systems required lightweight method to satisfy the limitation in the
resources. In this paper a hybrid lightweight encryption method that combining
SPECK and RCS5 algorithms is proposed with a method for self key establishing.
The essential to implement secure key management practices and use robust
transmission protocols to mitigate security risks and vulnerabilities. Security and
speed have been achieved to encryption/decryption color images of different
sizes and different kernels based on the number of kernels selected. It is carried
out in four rounds, where the output of one of the two algorithms is RC5 Input
for the present algorithm is executed four rounds, the outputs of the present
algorithm are swapped with the outputs of the second algorithm, RC5, and
merge them to obtain the final encryption output. The keys of these algorithms
are generated using the Six-dimensional chaos system equation.
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1. Introduction

In the recent digital world, the image is an important type of information that
properly transferred from their source to their destination. Secure image transfer
with a secured transferring methodology aims to diverse image transferring
techniques by developing a secured data transfer environment [1]. The
maintaining digital visual data integrity requires an effeicient image encryption
and decryption [2]. Cryptographic techniques must be more advanced and
efficient to secure data in multi-core computing environments [3]. The eesource-
constrained devices or networks with limited bandwidth may struggle with
large-scale encrypted image processing [4]. The type of file formats or platforms
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that don't support image encryption algorithms can cause compatibility issues
[5]. One solution for increase robustness of suggested encryption method is the
quality of applied key that required in encryption process. The Chaos theory
may be considered as a solution for dynamic key generation with some
charactestics such as its sensitive dependence on initial conditions and
deterministic dynamics [6]. Chaotic dynamics can improve pixel shuffling and
diffusion security in encrypted images [7 ]. The goal of this work is to build an
efficient algorithm that encrypts files such as color images by merging more
than one method and to obtain an algorithm that balances high security with
reducing the time required for encryption while trying to implement this
algorithm in a parallel manner so that the results are as fast as possible.

2. Six-D Memristive Hyperchaotic System

Random numbers (RNs) are used to generate parameters for public keys of
symmetric cryptosystems, digital signatures, and identity authentication [8].
With the advancement of the technologies of recent communication and data
security, using pseudorandom number generators (PRNGS) is required to add a
good level of randomness and complexity [9]. Many scientific fields use such
numbers to model the non-deterministic and therefore unpredictable events that
surround us in everyday life [10]. The basic characteristic of pseudorandom
numbers, as opposed to truly random ones, is that they are predictable. For some
purposes, predictability may be a good feature, but for other critical applications,
it is fundamentally inappropriate or even dangerous [11]. One of chaotic system
Is 6-D memristive hyperchaotic autonomous system with complex and implicit
extreme multistability has the following dynamic phenomena on a line or an
equilibrium plane: hidden extreme multistability, transient chaos, bursting, and
offset boosting phenomenon [12]. This 6D memristive hyperchaotic system is
the first high-order system to present all these rich dynamic behaviors:

Figure 1: The typical attractors in the x1 — x2 plane with different values of
Xs.
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2. The RC5 algorithm

One of method of encryption data is RC5 algorithm, The word sizes, cycles, and
key length of (RC5-w/r/b) are all changeable, where word's bit size and value
(16, 32, and 64) bits. The number of cycles is vary from 0 to 255. The private
key's length in bytes, which can be anywhere between 0 and 255 [13]. The three
stages of RC5 are key expansion in the first stage, encryption in the second
stage, and the decryption method in the third stage. The algorithm's drawbacks
are its slow execution and vulnerability to differential attacks. The RC5 method
makes use of three elementary operations along with their inverses [14] Listed
below are: Subtraction, the XOR operation and rotation.

3. Speck encryption (Lightweight Cryptographic LWC)

Algorithms are specifically engineered to operate in environments and devices
with limited resources, including restrictions on computational power, memory,
and energy efficiency. The objective of these algorithms is to ensure sufficient
security while reducing the amount of time and resources required for operation.
They find widespread implementation in a variety of applications, including
sensors, 10T (Internet of Things) devices, smart cards, and embedded systems
[15]. The diagram shows lightweight cryptography with symmetric and
asymmetric ciphers [16].

4. Methodology

The proposal includes merging the RC5 algorithm with SPECK' Lightweight
algorithm, generating the key for these two algorithms using the six-dimensional
chaos system equation, implementing in form faster and more resistant to
differential attacks and the uing of the six-dimensional chaos system equation,
gives dynamism to the proposed method so that the key generation results can
be changed with each execution, making it difficult for an unauthorized person
to guess these keys. The RC5-SPECK sequential hybrid encryption algorithm
uses the strengths of both algorithms.SPECK is a lightweight, resource-
constrained block cipher, while RC5 is flexible. Combining these two can create
a secure and efficient algorithm for many applications. The peprocessing input
image, after a 128-bit block cipher is divided into two 64-bit sections. Each
section is encrypted using the RC5 algorithm for four rounds with a 64-bit key
size generated using the algorithms. The key generation using six dimension
equation system. The output of the first RC5 cipher is The 64-bit is the entry for
a Speck algorithm with a key of 80 bits or 128 bits generated using the
algorithms (3.2) and (3.4) for only four rounds. The other side is that the 64-bit
block is encrypted using the second RC5 as well, and then the switching
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network uses the outputs between the present algorithm and the second RC5 and
merges them.
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Figure 2: present algorithm For RC5 input

e PerProcessing
The preprocessing represented by split image into three color bands (red, green,
and blue) the each band reashpe to vector and the three vectors merg into one
vector represent hole image. The last vector split into blocks that will entered the
proposed ecryption method and could processed in parallel mechanisem.

e Six-Dimension Key Generation
the set of equations represent the chaotic system are used for key generation (
that explain in the key generation paragraph). The first dimension used for
reorder the blocks in the in put blocks this means the blocks encrypted in a non
uniform blocks (not sequential). The second dimension used for reorder bits in
each block by applying permutation process on each block with shiftinig process
to avoid the periodicity. The third and fourth dimension dimension used in RC5
for left and right block respectively. The fifth and sixth dimension used for
SPECK methd that will encrypt the output from the privous step.

e Encryption Process
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The encryption process represented by several steps keep the security with
reducing rounds in the two proposed algorithms (RC5 and SPECK). Each block
split into two blocks left and right each one applied RC5 in four rounds, the
output of it be input to the SPECK algorithm with four rounds also. The out left
will be new right and the right be left. These steps are apllide several time to
produce the encrypted block. The encypted blocks merged into new vector and
split into three vecrors coreesponding to he input colr band image. Each vector
are reshaped into two dimension array having same number of rows and
columns of the inputs. The last step are meged the three arrays into one array
with three dimension (three layers RGB) represented the encrypted image.

e Dencryption Process
The decryption process represented by several steps similar to encryption
process in reverse order. The key generation process generated the same
numbers of sequences used from end to start one. The process apllied RC5
decryption on block after partiion into left and right the applied SPECK then flip
the left to right and right to left block these process applied several times equal
to the encryption procee. The permutation process here is in the last by inverse
bit permutation and inverse block permutation to retrived the extracted image
without any lose in the information.

5. Experemintal Test Result

The  efficiency  metrics  include the  cryptosystem's  security,
encryption/decryption time, and overall system capability. Several tests are
applied to evaluate their robustness and resistance to the most common attacks.
The proposed method used standard image for testing as explain in figure 3 and
the saple of encryption also explaining.

Figure 3: plain images and encryted images
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The PSNR test represented the similarity of encypted image with respect to
refernces (plain image) small value means no similarity high value means high
simlairty. Table 1. presented the PSNR value between input images and output
image.

Table 1: PSNR test proposed method

Image \ Y A\l ¢ o 1

PSNR | 0.92511 | 0.89/52 | 0.61318 | -0.30622 | 0.00989 | 0.64743

The
previous table explain the low vlue of PSNR means that no similarity between
them.

Differential analysis measures the change in pixels between the encrypted
images and the original image. The main idea behind the NPCR test is that if
you change a small part of the original image, like a single pixel, the encrypted
image should be very different.

Table 2: NPCR test of proposed method

Imaage ) Y N ¢ e} 1

NPCRT | 99.149% | 99.241% | 99.351% | 99.166% | 99.261% | 99.346%

Unified Average Changing Intensity (UACI) is the amount by which pixel
values change on average during the encryption procedure is measured.
Table 3: UACI of proposed method

Image ) Y Y ¢ o !

UACI | 31.012% | 32.935% | 29.715% | 30.909% | 32.792% | 31.912%

The previous table explain the UACI test with accurate values that ressist to
deferential attack.

Statistical analysis is using statistical methods involves calculating the
histogram analysi, correlation coefficient, and entropy of information between
adjacent pixels in color images. The first test is histogram analysis that evaluate
the encrypted image must have a uniform distribution and this indicates a high
level of security. The results are explain in figue 4. to illustrate the differences
between the two sets of images of proposed method.
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Figure 4: Histogram analysis of proposed method

The result was that there was a uniform distribution of the encrypted image,
which was completely different from the non-uniform distribution of the original
image. One example has a picture of number one.

The Correlation Coefficient Test represented the distributions of the correlation
coefficients for both the plain images and their encrypted images are displayed
in figure 5.

The values range between [1,-1] for the correlation coefficients between the two
images and neighboring pixels in the three directions (vertical, horizontal,
diagonal) to evaluate the strength (strong, medium, weak) and direction
(positive, negative) of the linear relationship between the two images. .

lation Cosfficient Froposed

Figure
5: the
correla
tion
coeffici

ent of proposed method

The result all of the images and directions in the results have extremely low
correlation coefficients, which suggests that the encryption process successfully
randomized the pixel values and eliminated any linear relationships between
them. A secure image encryption system should have this feature since it makes
it difficult for an attacker to decipher the cipher text and deduce the original
image.
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Table 5: the Correlation Coefficient of proposed method

Imane | Harizantal earrelatinn | \/ertical carrelatinn | Diannnal earrelatinn
\ nNi1aA -0 N21 NnNn178
Y -0 NNAA -0 N24A -0 NA17
Y NnN212 -0 NNA7 Nn.N271
¢ N NAR?2 N N2R8K -NN184
o N N179 -0 NNK’A -0 N1AN
1 -N N13 N N141 -0 N2721

Information Entropy is one of the most useful tests used to conduct an
information entropy analysis on both the original color images and encrypted
image. The normally used value "8" should be quite close to the grayscale
encrypted image's value.

Table 4: Entropy of proposed method

Image Entropy original Entropy encryption
) 7.8731 7.992
Y 7.699 7.994
v 7.6981 7.987
¢ 7.1793 7.991
o 7.6847 7.992
1 7.6255 7.997

The proposed method achieved a high information entropy value for the

encrypted images, which is very close to the typical value, thanks to permutation
and substitution.
The structural similarity index (SSIM) is a useful metric for measuring structural
similarity the value One indicates the similarity of the two structures of the
ideal image; a negative value indicates no similarity; and zero indicates a
complete difference in similarity between the original image and the encoded
image.

Table 5: structural similarity index of proposed method

Image ) Y Y ¢ o 1

SSIM | 0.02095 | 0.0173 | 0.0209 | (0916 | 00142 | 0.0164

The result indicates that the two algorithms proposed for the encrypted image do
not have any structural similarity to the original image.

6. Conclusions
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By using an encryption procedure, picture transmission can be properly
secured, guaranteeing the authenticity, secrecy, and integrity of the sent image
data. l1oT systems needed a lightweight approach to overcome resource
constraints. This work proposes a hybrid lightweight encryption scheme that
combines the RC5 and SPECK algorithms along with a self-key establishment
mechanism. To reduce security risks and weaknesses, it is crucial to adopt
strong transmission protocols and safe key management procedures. Encrypting
and decrypting color images with varying sizes and kernels has been made faster
and more secure depending on the number of kernels chosen. There are four
rounds to it, and RC5 is the result of one of the two algorithms. The current
algorithm does four rounds of input, the
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